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[ToHATME 3NANNTUYECKON KPUBOU

B poccunckom OCT wucnonb3yetca annuntudeckas kpvBas E Hag nonem Fp
y?>=x3+ax+b , 3agaBaemas koapduuneHtamm a n b 1 cogepxawan Takke 6eCKOHEYHO

yoaneHHyo Touky, o6osHavaemyto O

p- NPOCTOE YMCIO0 — MOAYNb ANMNMTUYECKON KPUBON, p>2255
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[TOHATME 3NNNNTUYECKOU KPUBOU

MHOXeCTBO TOYEeK SNfUMNTUYECKON KPMBOWM BMECTE C HYNeBOW TOYKOW U C
BBEOEHHOW ornepaunen cnoxeHumsa 6yoem HasblBaTb «rpynnony». [Ons  kaxgou

ANNINNTNYECKON KpVIBOl7I YNCJ10 TOYEK B Wi'll'le KOHEeYHO, HO AO0CTaTO4HO BEJIUNKO.

Uncno Toyek anNnunTUYECKOW KpMBOW, BKMtoYasi Touky O, HasblBaeTCcs MNopsiakom
(order) kpuBon 1 obosHavaetcs E (F,). (B FTOCTe m)

MopsiAoK M rpynnbl TOYEK SMAUNTUYECKON KPUBOW MOXET BbiTh OLEHEH C MOMOLLbIO
HepaBeHCTBa:

p+l-2Vp<m<p+1+2Vp,

roe p — nopsiAoK Noss, Haf KOTOpbIM onpedeneHa Kpueast

MNpumep 1. 3agaHa annuntrnyeckas kpueas E: Y2 = X3 + x+ 4 Ha none F,;. Tovykamu
KpnBon OyayT

0,2 (0,21 (1,11) (1,12) (4,7)

4,16) (7,3) (7,20) (8,8) (8,15)

(9,11) (9,12) (10,5 (10,18) (11,9)

(11,14) (13,11) (13,12) (14,5) (14,18)

(15,6) (15,17) (17,9 (17,14) (18,9)

(18,14) (22,5) (22,19) O

Mopspok rpynnbl #E(F,3) = 29.




[ToHATUEe SAANNTUYEeCKOUN KPUBOW

TOYKM ANMNTNYECKON KpVIBOVI MOTyT CKnaabiBaTbCA, HO HE MOIYT YMHO>XaTbCA. OpHako
BO3MOXHO CKaJIApHOE YMHOXEHUE, KOrga COOTBETCTBYHOLLEE HNCITIO Pa3 BbIMNMOJIHAETCA
npw6aBneHV|e OOHOW N TOW Xe ToYKKn. B pesyribraTte rnony4yaeTcqa KpatHasd TOYKa.

P=Q+Q+Q+...+Q=kQ l

NMopaakoMm TOYKM P annunTudeckonm  KpuMBOW
NOSIOXKUTENBHOE Lenoe Ymcno r, Takoe 4to kP=0

Ha3blBa€TCA HauMMeHbLUEE

 §

Touka P OygeT HasblBaTbCsl reHepaToOpoOM rpynnbl, ECIN KpaTHbIE e TOYKM 06pasyroT
BCE MHOXXECTBO TOYEK ANIMNTUYECKON KPUBOW.

[na kpuson, onpeneneHHon B npumepe 1, #E (F,;) nwobasa Touka, kpome O, Oyoet
reHepartopom E (F,3) . Hanpumep, ons toukmn P =(0,2) nmeem:
1P = (0, 2) 2P = (13, 12) 3P =(11, 9)

4P = (1, 12) 5P = (7, 20) 6P = (9, 11)

7P = (15, 6) 8P = (14, 5) OP=(4,7)

10P = (22, 5) 11P = (10, 5) 12P = (17, 9)

13P = (8, 15) 14P =(18,9) 15P = (18, 14)

16P = (8, 8) 17P = (17, 14) 18P = (10, 18)

19P = (22, 18) 20P = (4, 16) 21P = (14, 18)

22P = (15, 17) 23P = (9, 12) 24P = (7, 3)

25P = (1, 11) 26P = (11, 14) 27P = (13, 11)

28P = (0, 21) 29P = O.




C10KE€HUE TOYEK HA SIUIUINITHYECKON KPUBOU

Myctb P = (X4, ¥;) 1 Q = (X,, Y,) ABE pasnuyHble TOYKN Ha KpuBown E. Toraa cymma P
n Q, obosHavaemas R = (x5, Y3), onpegensercsa criegyowmnm obpasom. CHavana 4yepTum
NMHUIO Yepes P 1 Q; 3aTa NMHUA nepeceKkaeT arIMNTUYECKYIO KPUBYIO B TPETbeN TOYKe.
Torga R - oTpaxeHne 3ToM TOYKMN Ha OCb X

Q=2 1) -

-
-

-
-

P=(x,, y)

R=(z,;, p)

P+Q=R
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X =X

R=(z;, )




YnBO€HUE TOUKU

Ecrn P = (X4, Y1), TO Ang HaxoxaeHusa yosoeHus P — Toukn R = (X3, Y3) cTpouTcA
KacaTernbHada K arIMNTUYECKON KPpMBOW B TOYKe P. OTa NUHUA nepeceyeT arimnTuyeckyro
KpUBYIO BO BTOPOM TouYKe. Torga R - oTpakeHue 3ToM TOYKM Ha ocb X

R=(zs, )




R=P+P=2xP

ol

=T

R = (373, %)

2
3% +a
X, = —2x = 222
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OTKprTbIe N T1NM4YHbIE KJTHO4YA

B poccuinckom FOCT wucnonb3yerca annuntuyeckaa kpumBaa E Hag nonem Fp
y>=x3+ax+b , 3agaBaemas koadpdpuumeHtamm a n b n cogepxawlas Takke H6ECKOHEYHO

yaaneHHyr Touky, obo3Havdaemyo O

JINYHBIM KITHOYOM, KaK U paHbLle, NMNoJIoXKMM HEKOTOPOE cnyqaﬁHoe 4YnCcro X.

4

OTKpPbITbIM KIto4OM Byaem cumTaTb KoopAuHaTbl ToMKM P = XG Ha annunTu4eckom
kpuBon P, rne G — cneuuanbHbIM 00pa3oM BbliOpaHHas To4yka aMNNUNTUYECKON KPUBOW

(«0a3oBas ToUYKa») l

KoopanHatbl Toukn G BMecCTe ¢ KoadhduumeHTamm ypaBHEHUS, 3a4al0LLETO KPUBYHO,
ABNSAOTCHA NapamMeTpaMmn CXembl NOAMNNCU U AOIMKHbI ObITb M3BECTHLI BCEM yYaCTHUKaM
obmeHa coobLieHnsmn. Touka G gormKHa MMeTb Nopsaaok g (22°4 < g < 22%9),




Co3zanue KIroueH

v

Bribupaercs smumnruyueckas kpusas Ej(a,b).
Yuciio Touek Ha HEH JOKHO IEIUThCS Ha
OoJbIIOE 11es10€ N

2

Bribupaercs Touxa P na E(a,b)

v

Bribupaercs cimydaiinoe uucio d 1, n-1]

2

Brerancnsercas Q=d x P

2

JINYHBIM KJIIOYOM SBIISIETCS O, OTKPBITHIM
ximouoM - (E, P, n, Q).




Co3zanue KIroueH

v

Bribupaercs smumnruyueckas kpusas Ej(a,b).
Yuciio Touek Ha HEH JOKHO IEIUThCS Ha
OoJbIIOE 11es10€ N

2

Bribupaercs Touxa P na E(a,b)

v

Bribupaercs cimydaiinoe uucio d 1, n-1]

2

Brerancnsercas Q=d x P

2

JINYHBIM KJIIOYOM SBIISIETCS O, OTKPBITHIM
ximouoM - (E, P, n, Q).




Auroput™ HM(POBOM NOAMKCH Ha OCHOBE AIIMNTHYECKUX KpuBbIX ECDSA.

Co3magne noanucu
\ 4

Bribupaercs cirydaiinoe uucio K [1, n-1]

Beraucnsiercs: K x P = (X, y,), r = X;(mod n);
A 4

[IpoBepsiercsi, 4TOOBI I' HE OBLIIO PaBHO HYJIIO, TaK
KaK B 9TOM CJTy4ae TOJINCh He Oy/IeT 3aBUCETh OT
JIMYHOTO KJTF0UYa

HET AO a2

v \r_/ 2
BriOupaercs apyroe

Breraucnsercs k’mod n

v CIy4aiHOe 4nciio K
A
Beruncasercs: s = k't (H(M) + dr) (mod n)
\ 4

MPOBEPSICTCS, UTOOBI S HE OBLIO PAaBHO HYIIIO, T.K. B
ATOM CJIy4dae HeOOXOAUMOTO JIJIsl TPOBEPKH TOMHCH
guciaa s mod N He cymiecTByeT

) 4

HCT

MOAIMUCKIO I cO00IIeHrs M sIBiIsieTCs mapa 4ucen

(r,9).




Anroput™ udpoBOH MOANKUCH Ha OCHOBE AUIMNTHYECKUX KpuBbIX ECDSA.

[IpoBepka moanucu

J1d HCT

Berauciute W = 5 (mod n) u IToxmnuch HeBepHA
H(M); A

v
Berauciuts u; = H(M) w (mod n)

v
Beraucnuts u, = rw (mod n);

v
Beraucnuts w;P + U,Q = (Xq, Vo)

v
Berauciuts V = X, (Mmod n);

0 -

a

[Tonnuck BepHa




Kpunrorpadus ¢ HCIIOIb30BaHUEM DIIUNTHYCCKUX KPUBBIX.
Amnajgor anroput™ma uddu-XemimeHna oOMeHa KiIo4aMH

BeiGupaercs nmpocroe gyucio p =~ 2180
mapaMeTpsl & ¥ b 1S ypaBHEeHHsI
SJUTAIITHYECKOM KPUBOM. DTO 3a1aeT
MHOKECTBO Touek Ey(a,b);

!

B E,(a,b) Beibupaercs renepupyromas touka G
= (Xq,Y,). [Ipu Be10Ope G Ba)KHO, YTOOBI
HaMMEHbIIIeE 3HAYCHHE N, TpU KoTopoM N x G
= (), 0Ka3aJI0Ch OYEHb OOJIBIIUM MPOCTHIM
YHCIIOM

|

[apametpsr E (a,b) u G xpunrocucremsr
SIBJISIOTCS ITapaMeTPaMH, U3BECTHBIMUA BCEM
y4acTHUKaM




I Ipumep anroputma duddu-Xenamena Ha DK

/ Cany4aiinas Touka P \
T e — -

K(a)-mnuHbIi KiTrod

K(b)-nuunbrii kaou boba

Anmcel P>=K(b)P
e P=K (b)P'=(x,y)
P*=K(a)P”=(x,y)
C X- 001U CEKPETHBIN R
KJIFOY JIJIA
CHUMMETPHUYHOTO
mu@poBaHus




OOMeEH KJIFoYaMM MEKAy Hoab3oBareassMu A u B

VYyacTHHK A BBIOMpAET 11e710€ Yyrciio nA < n.
DTO YHCIIO SBIACTCS JIUYHBIM KITHOUOM
y4acTHUKA A

3

Y4acTHUK A BBIYUCIAET OTKPBITHIN K04 PA =
NA x G, KOTOpbIN MpeCcTaBIseT COOOU
HeKoTopyto Touky Ha Ep(a,b)

3

VYyactHuk B BeiOMpaeT nuuHbIN K104 nB u
BBIUMCIIAET OTKPBITHIN KIIto4 PB

3

YyacTHUKH OOMEHUBAIOTCSI OTKPBITHIMU
KJIFOUaMH, TIOCJIE YETO BBIUUCIISIIOT OOITUIA
cekpeTHbI kitrod K

yuacTtHUK A: K=nA PB yuyactHUuk B: K=nB PA




Kpunrorpadus ¢ MCIOIb30BaHUEM DJLUIUIITHYECKUX KPUBBIX.
[IIudpoBanue.

3amudpoBarh coodieHrne M, KOTOpoe MOKET OBITh MPEICTABICHO B BU/IC
TOUYKH Ha 3JUIMITUYECKOU KpuBOo Pm (X,y);

}

B xauecTBe mapaMeTpoB paccMaTpuBaeTcs duMnTuueckas kpusas Ep(a,b)
v Touka G Ha HEN

y4acTHUK B BeIOMpaeT Tu4HBIN K04 nB ¥ BEIYUCAET OTKPBITHINA KITHOY
PB=nB xG

}

UtoOs! 3ammdpoBaTh cooOIeHre Pm HCONb3yeTCsl OTKPBITHIN KITHOY
nonyyarens B PB

VYyacTHUK A BbIOMpAET cilydailHOE 1eJ0€ MOJ0KUTENbHOE uncio k u
BBIYHUCIISIET 3andpoBanHoe coobieHue Cm, SBIsioieecs TOUYKOM Ha
AJUTUNITUYECKOU KPUBOM:

Cm:{kXG,Pm+k><PB}




Kpunrorpadus ¢ HCIOIb30BaHUEM IJUTUIITHYECKUX KPUBBIX.
JemudpoBaHue.

YyacTHUK B ymMmHOXaeT nepByro KoopanHaTy TOYKU Ha cBou JIK u
BBIUUTACT PE3YJIBTAT U3 BTOPOU KOOPIUHATHI:

Pm+kxPB-nBx(kxG)=Pm+kx(nBxG)-nBx(kxG)=Pm

!

VYyactHuk A 3amudposan coobmenne Pm nob6asnenuem k Hemy kxPB.
[IpoTUBHUKY 1151 BOCCTAHOBIICHUS COOOIICHUS MPUIETCS BRIUUCITUTS K,

3HATI Gu k x G

‘ Honyanenb TAaK¥XKC HC 3HACT k, HO €MY B Ka4C€CTBC IIOACKA3KH IMOCHLIIACTCA

kxG
3

YMHOkUB K X G Ha CBOW JTUYHBIM KJII0Y, IOIy4YaTe/Ib MOJIYYUT 3HAYCHUE,
KOTOpO€ ObLIO JOOABIEHO OTHPABUTEIEM K HE3AMUPPOBAHHOMY
COOOIIICHUIO

Tem cambIM moTydarTesn, He 3Has K, HO UMesl CBOM JIMYHBIN KITFOY, MOXKET
BOCCTAaHOBUTH He3aIM(POBAaHHOE COOOIIECHHE.




Anvna knoua (Gur)
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CpaBHUTEIILHBIC NJIMHBI KIIFOUEH

* IIpu cOOTBETCTBYIONIEN KPUIITOCTOMKOCTH

CnmmerpuyHele | ECC (RSA /7 DH / DSA
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